Risk, transnational regulation

and the public good:

Jeanette Hofmann shows how
moral conceptions of public good
underpin technical controversies on
the intemet space

Ithout drawing much public attention
Wyet. the Internet is at risk of running

out of Internet addresses. The pool of
unallocated addresses could dry cut as early as July
2012, Inthe face of the pending crizks, controversies
among experts are flaring over the right courses of
regulatory actlon and the risks they might involve,
My research shows that the competing perceptions
of riskin this domaln rescnate with different notions
of the public good.

Communication services such as telephony or
postal mall require a universal addressing system
In order to connect people. Well known examples
are telephone numbers, postcodes or house
numbers. The addressing system of the Internet
has been likened to a language that enables global
Interaction across different network architecturas.
‘Without such a uniform language, the Internet
wouldn't exist. The Introduction of the technical
standard defining the Internet address space,
Internet Protocol version 4 (IPw), Is considerad
the ‘date of birth’ of the Internet.

From a regulatory point of view, the address space of
the Internet differs from that of clder communication
Infrastructures such as the telephone networks in
several ways. First, users hardly ever notice it
because It Is hidden. Internet users don't type
numbers to access awebpage, they type names
which resolve into numbers. For example, ‘www.
Ise.ac.uk’ may resolve Into 158.143.20.38", Second,
the address space of the Internst is finite. While
the number space of telephone networks can be
expanded by a digit when It reaches Its capacity
limits, the addrezs space of the Internet cannot but
needsto be replaced by a new addressing system.
Considering the number of Intermnet users, this is
a truly complex task. A third important difference
concerns ownership, While the telephone networks'
number space Is kept under state regulatory
responsibllity, the Internet address space ls a
common pool resource. The glebal reach of the
address space and Its non-proprietary character

ralse the question of cortrol. Who regulates the use
of a global resource not owned by anyone?

The Internet address space |s governed by five
regional membership organisations each covering
one continent. The Reglonal Internet Reglstries
are Independent of national governments or
Intergovernmental organisations. Thelr members
conslist malnly of Internet Service Providers, who
are foday the main ‘users’ of Internet addresses.
The Regional Internet Registries have two roles:
they allocate addresses to their members in line
with the address policles set by thelr members,
and they maintain a database, the registry, which
records information about the holders of Internet
addresses. Due to the constant need to set or
adjust address policies, regulatory communities
hawve formed both within and across the regions
which discuss policy proposal over the Internet.
Most of the active particlpants are technical experts
with a leaning for the political implications of
address policles.

The pending depletion of

Internet addresses

Afthough the addressing space allows for more than
4 bllion unique addresses, Intemet addresses have
become a scarce resource. In the 1990s, a new
and much larger addi spacewas d ped to
cope with this problem. However, in the absence
of a global regulatory framework, no organisation
was authorised and no plan devised to coordinate
thi= major transition from the present to the future
address space. Organisations did not adopt the
new addressing standard and preferred to rely
on IPv4. Due to the continuous growth of the
Internet, the global demand for IPv4 addresses is
accelerating and will soon excesd the remaining
supply. According to recent calculations, the
Internet may run out of unallocated addressas by
June 2012, Since global connectivity will require the
use of both types of addresses in the foresesable
future, It Is expected that the demand for IPv4
addresses will persist for at least a decade after
the pool of unallocated addresses has run dry.

The upcoming depletion of the Intemet address
space has been likened to the impact of the 1870s
gascline shortages on the industrial scciety. It is
feared that the lack of addresses would not only

sefiously hamper the future growth of the Internst
but also put the governing structurs of the address
spaceat fisk. The regulatory authority of the Regional
Internet Registries is based on thelr monopoly In
handing out Once the addi poocl
|2 exhausted, the Internet registries have lost thelr
means of erforcing policles. Agalnst this background,
the Internet Registries have been discussing various
wiays of alleviating the upcoming address shortage,
for example, by reclaiming allocated addresses
that are not In use. One particularly controversial
policy proposal concerns the creation of a market
for Intemet addresses.

This proposal is based on the assumption that a
slgnificant share of the addrass space I undemnsed
and that menetarisation would provide Incentives
to offer addresses for sale. A higher utilisation
efficiency Iz expected to extend the supply of
IPv4 addresses by several years. However,
Internet addresses have so far been allocated as
loans based on a documented need. Holders of
addresses are regarded as custodians who are
obliged to return excess addresses. The creation
af a market would thus represent a sea change in
the governance of Internet resources.

At atime when the members of the Reglonal Internet
Reglstries are debating the pros and cons of a market
for Internet addresses, the actual consequences
of the address space depletion are a matter of
speculation. Regulatory activities for the Internet
are facing the fragllity of order and authority in the
—nonetheless preferred —absence of an intervening
state, The notionof risk plays an important roke in the
debates about the possible implications of address
trading. Forwant of rellable data, the experts need
to form their own opinions on the risks Invalved, thelr
respective causes and means of prevention. As
the passionate controversles show, many different
risks can be associated with the address shortage
and one of the few common denominators in this
complex situation Is the focus on regulatory action.
The plurality of risks discussed by the Regional
Internet Reglstries can be grouped Into the risk
of dolng nothing and the risk of doing and thus
changing something.




The risks of doing nothing and of
changing something

The advocates of creating a market argue that
a black market for IPv4 addresses Is evolving
right now. By refusing to accept the reality of
address trading, In otherwords by dolng nothing,
they suggest, the Regional Internet Registries
put at risk their policy autherity and relevance.
The proponents of a market expect that after the
exhaustion of the remalining address space, the
uze and ownershlp of addresses will no longer
be governed by regulatory policles but by logic of
economic scarcity that Imposes its own rules and
Incentives of circulation.

In this view, the risk of a black market would for
now affect the Intemet Registries and the database
they maintain but ultimately the entire Internet
Infrastructure. As one of the authors of the market
proposal points out, Internet addressas are odd
objects that can be as easlly copled as stolen.
Without a functicning registry and a reliable
database that accurately reflects the actual
ownership of add Internet add rmay
begin to move and multiphy without any control. As
a consequence of a black market that evades the
reglstry, addresses would lose thelr unigueness
and degrade Into mere strings of numbers. Ablack
market would also Imply risks for the prospective
buyers as they couldn't be sure that thelr
purchases are not used by someone else. Chaos
In the address space, however, would eventually
endanger the Internet.

The opponents of amarket for Intermet addresses
offer a very different risk scenario. In thelr view,
combating a black market by means of creating an
open market could lead to numerous undesirable
side-effectz and thus additional risks. Forexample,
the trading of addresses may transform the
common pool resource into an asset with the
effect that the address space would be no longer
governed by iIndustry consensus but by property
rights, tax and antitrust law. The creation of a
market could thus entall governmental intervention
resulting In the Internst industry’s loss of its self-
governance mandate.

Furthermore, monetarisation of Internet addrasses|s
thought to comode the community spirt and morals
on which seff-regulation has been based. Money
Is deemed to create opportunities for abuse and
manipulation. For example, companies with large
resources may hoard addresses for speculative
purposes instead of returning excess resources to
the Registries. Theintroduction of a market, indesd
even the mere discussion of it, might be performative
In the senzea that It generates a monetary value for
addresseswhere as yet there has been none. Once
amarket governs the movement of addressas, the
Regional Internst Registries may find themselves
without the authority to set or revise itz rules and
boundaries. New struggles over the address space
could be the resutt.

Risks reflecting notions of the public good
The dangers ascribed to a market for Internet
addresses suggest that in addition to the risks
of doing nothing there are considerable risks
related to doing something. The transformation
of a shared public resource into a tradable good
Is regarded as dangerous, so dangerous in fact
that to some observers the risk of a black market
seams secondary. Putina more abstract way, the
articipation and assessment of risks do not centre
on one specific danger or harm but are in competing
bundles of conflicting expectations, forebodings
and conclusions. Some of the anticipated harms
such as governmental intervention or the distortion
of the community spirit can be, and are indesed,
attributed to more than one course of action. The
causal links between risks and regulatory action
are not simply given and cbvious, they need to
be agreed upon. Hence, the development of a
coherent and consensual understanding of the
risks at hand turns out to be an Important step In
regulatory action.

It zeems striking that all technical experts involved
are selective in their perception of risks. While
the proponents of address trading belisve that
a black market Is already evolving out there, the
opponerts express doubts about both its existence
and Inevitabllity. For the latter group, a black market
can be prevented by regulation whereas the former
group expects regulatory authority to fade away
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sooner or later. The Internet Reglstry members
who prioritise the risk of a black market, regard
the Integrity of the address database as the most
cruclal registry function in need of protection. The
Registry members who privilege risks attributed to
the monetarisation and proprietarisation of Internst
addresses, regard thelr common pool resource
status and the related governance model as the
core institution that need to be preserved.

The potential harm mebillised in support of or
opposition to specific courses of action I2 by no
means trivial. They pertain to central institutions,
values and proceduras of the policy field such as
the Integrity of the address space, the definition
of addresses as a public good or the tradition of
self-regulation. What s belleved to be at stake
here I2 nothing less than the foundation of the
Internet and its govemning structure. Mary Douglas
has coined the phrase ‘constitutional dialogue’ to
grasp the reflective, self-assuring elements of public
controversies about risks. Constitutional dialogues,
In her view, concern dangers that affect the ‘life
and limb’ of a community.

Facing the exhaustion of the address pool, the
Internet Registries may have reached a crossroad.
The continuation of the existing regulatory process
no longer goes without saying. A new and, perhaps,
reduced understanding of the Registry’s role might
be nesded in the near future. In this situation, both
groups focus on dangers that concem what they
see as the core of the social order or the pubiic
good. Seen through the lens of cultural theory,
Important moments of cholceare flagged as dangers
to the soclal order of a community, In this case, the
experts who are managing the Internet's address
space. Risks are moralised by linking them to what Is
regarded as unacceptable behaviour, that Is, doing
something or doing nothing respectively.
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